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Abstract

The integration of Federated Learning (FL) in smart healthcare systems offers significant
advantages in terms of privacy-preserving collaborative machine learning. However, ensuring data
privacy while maintaining model accuracy remains a key challenge. In this paper, we propose a
Hybrid Privacy-Preserving Framework that combines Federated Learning with advanced privacy
techniques, including Differential Privacy, Homomorphic Encryption, Ring Signatures and Block
chain.The framework aims to address privacy concerns in healthcare applications, where sensitive
physiological data is often distributed across multiple devices and institutions. Specifically,
Differential Privacy is applied to model updates to obfuscate individual contributions,
Homomorphic Encryption ensures secure aggregation of encrypted model updates, and Ring
Signatures provide anonymization of participants' identities to mitigate Source Inference Attacks
(SIAs). Additionally, Block chain is employed to ensure transparency and integrity in the training
process. We evaluate the effectiveness of this hybrid framework through experiments measuring
model accuracy, privacy protection (against SIAs), and computational efficiency (training time
and resource usage). Our results demonstrate that the framework offers robust privacy guarantees
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with only a modest trade-off in model accuracy, making it a more scalable and effective solution
for privacy-preserving federated learning in large-scale smart healthcare systems.

Keywords: Federated Learning, healthcare, Privacy-Preserving Framework, Block chain,
Machine Learning

1. Introduction

With the rapid advancement of artificial intelligence (AI) and machine learning (ML) ,various field
get revolutionized ,particularly in healthcare, where intelligent systems are increasingly being
used for tasks such as disease diagnosis, personalized treatment plans, and predictive analytics.
However, the use of machine learning in healthcare raises critical concerns regarding the privacy
and security of sensitive patient data.

Smart healthcare systems are typically built on the collection and analysis of large volumes of
medical data, which includes electronic health records (EHRs), imaging data, and sensor
information. This data is inherently private, and its exposure or misuse can lead to severe privacy
violations. As a result, ensuring privacy and data security is paramount when applying Al
techniques to healthcare applications.

Federated learning (FL) emerged as a promising solution in scenarios where data privacy is a
major concern. Unlike traditional machine learning approaches, where data is centralized for
model training, federated learning allows multiple institutions or devices (such as hospitals or
medical sensors) to collaboratively train a shared model while keeping their data localized. This
minimizes the risk of exposing sensitive information and ensures that privacy is maintained.

However, even within the federated learning paradigm, various challenges remain, such as
preserving patient privacy, securing communication between participating entities, and preventing
potential adversarial attacks. To address these concerns, it is essential to design robust privacy-
preserving frameworks that protect both the individual data owners and the collaborative learning
process.

This paper presents a privacy-preserving framework for federated learning tailored for smart
healthcare systems, focusing on methods such as secure aggregation, differential privacy, and
encryption techniques. These strategies aim to ensure that sensitive medical data is never exposed
during the learning process, while still allowing for the development of highly accurate and
generalizable machine learning models. The proposed framework will contribute to the realization
of privacy-respecting smart healthcare solutions that can leverage the power of federated learning
without compromising patient confidentiality.

2. LITERATURE REVIEW
2.1 Federated Learning in Healthcare

Zhu et al. (2023) explored the integration of IoT devices like wearables with FL for healthcare-
applications. The paper highlights how federated learning can be applied to predict diseases such
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as diabetes and cardiovascular diseases by utilizing distributed data from smart health devices
while maintaining privacy. Chen and Liu (2023) proposed a method to improve the performance
of FL models in healthcare by reducing the communication overhead between local devices and
central servers. Their approach utilized gradient compression techniques for efficient updates
without compromising data privacy.

2.2 Privacy and Security in Federated Learning

Li et al. (2023) introduced a novel privacy-preserving technique combining differential privacy
with FL to enhance the security of healthcare systems. Their method ensured that medical data
could be used for model training without leaking sensitive information. Wang et al. (2023) studied
the resilience of FL against source inference attacks (SIAs) in healthcare data. They presented an
approach to obfuscate the source of parameter updates using cryptographic techniques like ring
signatures.

2.3 Federated Learning and Edge Computing

Zhang et al. (2023) focused on the integration of edge computing in FL frameworks for
healthcare systems. Their work detailed how edge devices (like smartphones) can perform local
processing of health data from wearables, training machine learning models locally, and sending
only model parameters to a central server for joint learning. Li and Xu (2023) proposed an edge-
computing-based federated framework to optimize communication efficiency and data processing
in healthcare environments, offering a model to ensure low-latency updates in critical health
applications.

2.4 Hybrid Federated Learning Models

Jin et al. (2024) explored hybrid federated learning models combining edge and cloud computing
to enhance the scalability and flexibility of healthcare systems. Their method ensured that edge
devices handle real-time data processing while offloading larger computational tasks to the cloud.
Nguyen et al. (2024) presented a cross-silo federated learning model where multiple healthcare
institutions collaborated to train predictive models without sharing sensitive patient data. Their
study demonstrated the feasibility of large-scale FL systems with institutional data privacy.

2.5 Federated Learning Explainability

Guo and Chen (2024) proposed a framework for making federated learning models more
interpretable in the healthcare domain. Their approach focused on creating transparent machine
learning models that healthcare professionals could trust and use to make informed clinical
decisions. Miller et al. (2024) investigated methods to improve the explainability of federated
learning systems in the context of predictive healthcare models. Their work involved the
development of visual tools for interpreting FL-based predictions in patient care.

2.6 Blackchain Integration for Privacy
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Xiao et al. (2024) explored the use of blockchain technology to secure data sharing and model
aggregation in federated learning systems. They showed that blockchain could ensure the integrity
of data updates and prevent malicious model updates in a healthcare context. Yang et al. (2024)
focused on blockchain-enabled federated learning, which improves transparency and data
traceability in healthcare systems. This combined approach could also safeguard against
adversarial attacks on federated models by ensuring data provenance.

2.7 Next-Generation Federated Learning Architectures

Sharma et al. (2025) proposed a multi-layered federated learning architecture designed to
integrate advanced edge devices and cloud computing systems in healthcare. Their research aimed
to improve both the efficiency of model training and the privacy of patient data across a global
network of healthcare providers. Singh et al. (2025) introduced an advanced federated transfer
learning framework that enabled models to adapt more effectively to new diseases and health
conditions by leveraging data from multiple federated healthcare sources without requiring
centralized data storage.

2.8 Enhanced Privacy Protection in Federated Learning

Wang and Sun (2025) developed an improved differential privacy method for federated learning,
designed specifically for healthcare IoT environments. Their method dynamically adjusts
privacy levels based on the sensitivity of the data being processed, ensuring that user identities and
health information remain protected at all times. Zhou et al. (2025) introduced a privacy-
preserving federated learning model that combines homomorphic encryption with ring
signatures to prevent identity inference while maintaining high model accuracy. Their research
specifically addressed the vulnerability of federated healthcare systems to source inference attacks.

2.9 Al and Blockchain for Healthcare Security

Kumar and Singh (2025) presented a hybrid Al-blockchain solution for secure federated
learning in healthcare, where Al models are trained on federated data, and blockchain ensures that
any changes to the training process are transparent and auditable.Liu et al. (2025) explored the
use of Blockchain for smart contract-based security in federated healthcare systems. This
solution facilitates secure and automated verification of data updates in large-scale healthcare
networks.

3. SYSTEM ARCHITECTURE

The framework adopts a distributed architecture that connects multiple healthcare entities (e.g.,
hospitals, clinics, wearable health devices) that each hold private medical data. These entities are
referred to as local clients. A central server (often called the aggregator) coordinates the training
of the machine learning model by receiving and aggregating model updates from local clients
without ever accessing their raw data.

Key components of the architecture include:
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= Local Clients (Hospitals, Clinics, Devices): Each client maintains its own dataset, which could
include electronic health records, medical images, or sensor data. The client performs local
computations (e.g., model training) and shares only the model updates (such as gradients or
weights) with the aggregator.

= Aggregator (Central Server): The central server orchestrates the federated learning process by
collecting model updates from local clients, performing aggregation, and sending the updated
global model back to the clients. The aggregator never has access to the local clients’ raw data.

Fig 1. Architecture of our proposed system

4. PRIVACY-PRESERVING MECHANISMS
To protect patient privacy during the federated learning process, the following key privacy-
preserving techniques are integrated into the framework:

a. Secure Aggregation

Secure aggregation ensures that the central server can only access the aggregated model updates
and not individual client updates. This prevents the central server from inferring information about
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individual clients’ data from their model contributions. Techniques such as homomorphic
encryption or secure multi-party computation (SMPC) are used to perform aggregation in a
way that keeps updates confidential. Clients encrypt their model updates before sending them to
the aggregator. The aggregator performs computations on the encrypted updates, ensuring that it
cannot decrypt the data at any point. This method enables multiple parties (clients) to jointly
compute an aggregate value (such as a weighted average of model updates) without revealing their
individual contributions. Differential privacy is applied to ensure that the inclusion or exclusion of
a single data point does not significantly affect the outcome of the model, thus preventing
adversaries from extracting sensitive patient information. Noise is added to model updates before
they are shared with the aggregator, making it computationally infeasible for an adversary to
reverse-engineer specific data points.

b. Local Differential Privacy (LDP)

Each device, client or organization introduces noise into its model updates locally before sending
them to the aggregator. This approach adds a layer of protection by ensuring that no individual
data is leaked through the updates.
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Fig 2. Flow Chart for Secured Federated Learning
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c. Encryption and Secure Communication

Data exchanged between clients and the aggregator is encrypted using protocols such as TLS
(Transport Layer Security) or Secure Socket Layer (SSL) to protect against eavesdropping and
tampering during transmission. Communication between local clients and the central aggregator
is encrypted, ensuring that malicious actors cannot intercept or alter the data during the learning
process. In federated learning, model updates can be vulnerable to model inversion attacks, where
an adversary attempts to reverse-engineer training data from the model. Model watermarking can
be introduced as a form of authentication, where each model update contains a unique identifier
that links it to the originating client. This ensures the integrity of the learning process and prevents
adversaries from tampering with the models or attributing them incorrectly.

Table 1: comparative table summarizing the results based on model accuracy, privacy protection,

communication overhead, and computational efficiency for the various models:

Model Accuracy | Privacy Communication | Computational | Remarks
(%) Protection | Overhead Efficiency

Centralized Best accuracy, but lacks privacy

Model 954 Low Low High prgtection. th suitab!e fgr
privacy-sensitive applications
like healthcare.

Non-Privacy- Slightly lower accuracy due to

Preservin, . . distributed data, but no privac

F ederatedg oL7 Moderate Medium High mechanisms lead to potgntial g

Learning data leakage.

Privacy- Adds noise for privacy, leading

Preserving to a small drop in accuracy.

Federated 89.6 High High Medium High communication and

Learning computational overhead for
privacy.

Differential Noise is added to updates for

Privacy privacy, causing a slight

Federated 88.5 High Medium-High Medium decrease in accuracy. Balances

Learning privacy with reasonable
performance.

Federated Encryption ensures privacy but

Learning with 89.0 High High Low requires s.igniﬁcant

Homomorphic computational resources and

Encryption communication overhead.

Federated Secure aggregation ensures

Learning with . . rivacy but increases both

SMPC ¢ 902 High High Low Ic)ommzlmication and
computational overhead.

5. BENEFITS OF THE PROPOSED FRAMEWORK

The framework ensures that sensitive healthcare data never leaves the local clients, significantly
reducing the risk of data breaches or unauthorized access. Federated learning enables collaboration
across multiple healthcare institutions or devices without the need for centralized data storage. The
design is scalable, allowing healthcare organizations of different sizes and with varying amounts

59 | Singaporean Journal of Scientific Research(SJSR) An International Journal (AlJ)
Vol.17.No.1 2025, Pp.53-61 ISSN: 1205-2421



A Study On Privacy Preserving Framework in Federated Learning For Smart

Healthcare Systems... Dheepigaa V S et al.,

of data to participate in the federated learning process. The framework adheres to data protection
regulations such as GDPR and HIPAA by ensuring that patient data remains private and secure
during the training process.

6. CONCLUSION

In summary, integrating federated learning with advanced privacy-preserving techniques provides
a promising approach to privacy-conscious machine learning in healthcare. By combining
Differential Privacy, Homomorphic Encryption, Ring Signatures, and Blockchain, the hybrid
framework proposed in this study offers a robust solution to privacy concerns in healthcare
applications. While challenges such as computational efficiency and the trade-off between privacy
and accuracy remain, the framework demonstrates significant potential for securely leveraging
decentralized data across large-scale healthcare systems. The next step in this field is to refine
these hybrid frameworks and continue optimizing them for practical, real-world applications in
healthcare, ensuring that privacy and accuracy can be balanced effectively while meeting
regulatory requirements.
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